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Quy ché chirng thuc dich vu chirng thue chit ky sé cong cong EASYCA

1. Giéi thigu

Dich vu chtng thuc chit ky s cong cong EasyCA cia Cong ty cd phan dau tu cong
nghé va thuong mai Softdreams (SDS). Ban Quy ché chimg thuc do EasyCA ban hanh.

Ban Quy ché chimg thuc EasyCA nay duogc viét tuan thu RFC 3647 vé “Khung quy
ché chung thuc va chinh sach ching thu s6”, dap tung theo tiéu chuin trong quyét dinh
s6 59/2008/QD — BTTTT cua B Thong Tin va Truyén Thong ban hanh ngay 31 thang
12 nam 2008.

Ban Quy ché chung thuc nay hoan toan phu hop véi “Mau quy ché chimg thuc chir
ky s6” dugc quy dinh trong quyét dinh 20/2007/QD — BBCVT cua B Buu Chinh Vién
Thong ban hanh ngay 19 thang 06 nam 2007.

Ban Quy ché chung thuc nay chi rd nhitng tha tuc ma EasyCA sir dung trong viéc
cung cap dich vu chtng thuc chir ky s6 nhu: Phét hanh, quan 1y, thu hoi, gia han, thay
do6i cip khoa ching thu s6... Quy ché ching thuc ma EasyCA ap dung tuan theo nhiing
rang budc duoc chi rd trong Chinh sach chimg thu s6 do Trung tim Chimg thuc chit ky

s6 Qudc gia Viét Nam quan 1y.

1.1. Téng quan

Tai Viét Nam kién trac hé théng cung cép dich vu chung thuc chir ky ) cong cong
ding dau 1a CA do Trung tdm chimg thyc dién tir qudc gia Viét Nam quan 1y goi l1a
RootCA. EasyCA 1a nha cung cdp dich vu chung thuc chit ky sd cong cong duoc
RootCA cap chung thu sb va duge Bo TT&TT cip phép hoat dong.

EasyCA phat hanh chimg thu s6 v&i mic dam bao cao vé nhan dang cac thué bao (t6
churc, ca nhan). Pé dam bao cao vé nhan dang cac thué bao, EasyCA thyuc hi¢n cac thu

tuc xac minh nhan dang cua thué bao:
e Vi thué bao la ca nhan: thuc hién cac thu tuc xac minh su ton tai ctia thué bao.

e Vi dbi twong to chirc, ngoai xac minh ton tai cua t6 chirc, EasyCA xac minh
nhan dang cta ca nhan 13 dai dién dugc Uy quyén gui don xin cap chimg thu sb
cho t6 chirc d6.

e V6i chimg thu s6 cho Web Server, EasyCA xac minh quyén so hitu tén mién ma

thué bao da ghi trong don xin cdp chimg thu sb.

EasyCA cip ching thu sd cho to chirc, ca nhan dé xac thuc (Authentication); dam

bao sy toan ven cua dit liéu (Intergrity); bi mat (Confidentiality) va chéng chéi bo (Non-
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repudiation)

EasyCA ban hanh cac chung thu sé dudi day:

. 4 £ Mirc do Az b x
Loai chirng thu so 7u’c ? Mo ta chirc nang
dam bao
Ching thu s6 SSL Cao Xéc thuc Web Server
Chung thu sb CodeSigning Cao Xéc thyc, toan ven trong qua trinh
phan phoi trén mang

Chung thu s6 ¢4 nhan cho co quan,| Cao Xac thu, dam bao toan ven, chéng
to chure, ca nhan choi bo, va bi mat

Quy ché chimg thuc nidy mé ta quyén va nghia vu ctia cac bén lién quan, van dé phap
Iy va dic diém ha tang k¥ thuat cta hé thong EasyCA. Quy ché nay mo ta:

0 Nghia vu cua EasyCA, RA, thué bao, va ngudi nhan.

o Cac yéu td lien quan dén phap luat dugc dé cap trong thoa thuin thué bao,
thoa thudn nguodi nhan véi EasyCA.

0 Kiém tra, giam sat an ninh ma cac thanh vién cia EasyCA phai thuc hién.

0 Céc phuong phap ma EasyCA st dung dé xac minh nhan dang thué bao, ca
nhan duoc uy quyén, thuc thé giit khoa trong qua trinh phét hanh, quan ly
chimg thur sd.

0 Céc thu tuc quan 1y vong doi chimg thu sé bao gom: cdp ching thu sb, ban
hanh chtng thu sd, nhan ching thu sb, thu hoi, thay dbi cap khoa va gia han
chimg thur sd.

0 Cac thu tuc an ninh nhu vié¢c ghi nhat ky kiém tra (audit), viéc luu gitr ban
ghi van hanh hé thong, va viéc phuc hdi su ¢d, tham hoa.

0 Quan 1y cac thiét bi vat Iy, con ngudi, quan 1y khoa; cac quy trinh, bién
phap dam bao an ninh.

0 Noi dung ctua chung thu s6, ndi dung cta danh sach chung thu s6 bi thu hoi.

0 Céc phuong phép stra d6i bo sung quy ché ching thuc.

Ngoai ra, quy ché chimg thuc nay con dé cap dén cac thoa thudn giira EasyCA véi
cac thanh vién cuia EasyCA. Nhiing thoa thuan nay ap dung cho RA, thué bao, nguoi
nhan. Céc thoa thuan nay chi 16 cac thanh vién phai lam gi dé phui hop vdi cac yéu cau
trong quy ché chung thuc nay.
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1.2.  Ténva dau hiéu nhan dién caa tai liéu
- Tai liéu nay: Quy ché chimg thuc chit ky s6 EasyCA.
- Phién ban: v1.1
- Ngay tao 12/2021

- OID: Khong c6 quy dinh.

1.3.  Cac thanh phan trong hé théng dich vu chirng thwc chir ky s6
- Trung tim Chimng thuc dién tir qudc gia - MIC National RootCA
- T6 chiic cung cap dich vu chig thyc chi ky s6 cong cong EasyCA
- RA (RA cua EasyCA va céc dai Iy EasyCA)
- Thué bao chimg thu s6 ctia EasyCA

- Nguoi nhan

1.3.1. Cac to chirc cung cap dich vu chitng thuc chir ky sé

- MIC National RootCA

0 MIC National RootCA 1a cap cao nhét trong ha tang chimg thuc chir ky s6

cong cong Viét Nam.

0 Cép chung thu s6 cho cac hé thong chimg thuc chir ky sé cong cong theo

gidy phép ciia B Thong tin va Truyén thong.

0 Thiét 1ap cac thong sé k¥ thut dé van hanh co s¢ ha tang khda cong khai cho

xéc thuc chir ky s cong cong tai Viét Nam.

0 Kiém tra k¥ thuat, diéu phdi cac hoat dong xtr 1y su ¢b lién quan dén dich vu

chimg thyc chit ky s6 cong cong.
0 Thu thap, t6 chuc, phan tich, théng ké va téng hop s6 liéu vé dich vu ching
thue chit ky s6 cong cong.
e EasyCA

0 EasyCA la dich vu ching thuc chit ky sé cong cong ctia Cong ty cd phan dau
tu cong nghé€ va thuong mai Softdreams.

0 EasyCA cung cép dich vu chung thuc chit ky ) cong cong cho cac td chir,
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1.3.2.

1.3.3.

1.3.4.

1.3.5.

1.4.

1.4.1.

doanh nghiép va c4 nhan dé thuc hién giao dich trong méi truong mang mo

an toan va co gia tri phap ly theo quy dinh ctia phap luat Vi¢t Nam.

0 EasyCA xay dung mot mé hinh PKI c6 mic do tin cdy cao trong viéc su
dung chir ky $b phuc vu xdac thye, chéng chdi bo, toan ven va bao mat cac dix
li¢u va giao dich dién tu.

0 Dich vu ching thuc chir ky sé cong cong EasyCA véan hanh tuan thu theo
Quy ché chimg thuc sb nay.

To chire diing ky (RA)
RA la thanh vién cua EasyCA (Bao gdm ban than EasyCA va cac dai ly cua

EasyCA) 1a cac to chirc dugc EasyCA tin cdy giao nhiém vu quan 1y thué bao,
nhan va duyét cac don dang ky lién quan dén chimg thu sd.

Thué bao chirng thw sé6 EasyCA
Thué bao cua EasyCA 4 cac to chirc, c4 nhan sir dung dich vu ching thyc chir ky

s6 cong cong EasyCA. Quyén va nghia vu ciia hai bén dugc quy dinh trong hop
ddng cung cép dich vu gitta hai bén.

Ngwoi nhan
Nguoi nhan 13 to chirc, ca nhan nhan duoc thong diép dir liéu dugc ky s6 boi thué

bao ctia EasyCA, ngudi nhan st dung chimg thu sé duge cap cho nguoi ky dé

x4c thyuc giao dich.
Cac doi twong khac
Ngoai EasyCA, RA, thué bao va ngudi nhan, EasyCA khong quan 1y d6i tuong
nao khéac.
Muc dich sir dung chirng thu s6

Muc dich sir dung chirng thw s6 EasyCA

Muc dich sir dung duge quy dinh trong hop dong giita EasyCA va thué bao ma
khong bi cam boi phap luat, chinh sach va quy ché chimg thuc ctia RootCA va
EasyCA.

Muc dich dugc quy dinh bdi truong “Muc dich st dung” (KeyUsage) trong

chtng thu sd.

Hién tai EasyCA cung cdp cac goi dich vu twong ung v6i KeyUsage duoc trinh
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1.4.2.

1.4.3.

bay trong muc 7.1.2

Cam sir dung chirng thu sé6 EasyCA vao nhitng muc dich sau

Ngoai muyc dich ma chimg thu s6 dé dugc cip phat.

Pam bao an ninh cho linh vuc hat nhén, hé thdng diéu khién vii khi. ..

Ngoai muc dich dan sy nhu trong linh vuc an ninh, quan sy, ddm bao an ninh quéc gia.
Vi pham phap luat.

CAp phép CA cip dudi.

Thoi gian c6 hiéu lwc cia chieng thu s6

Thoi gian str dung cta chimg thu s6 do EasyCA cép t6i da 14 3 nam. Thoi gian sir dung
khong dugc vugt qua thoi gian cua chimg thu sé SubCA tirc 1a chimg thu sé EasyCA do

RootCA qubc gia cap.
1.4.4. Pham vi sir dung cia chir ky s6 chirng thur sb
STT | Loai chir ky s0 va chirng thw | Pham vi sir dung Thoi gian sir dung
0
1 Cho t6 chirc, doanh nghiép Ky 30, chéng chdi bo, 1-3 nam
ma hoa khoa, bao vé
Email
2 Ching thu so cho ca nhan Ky s0, chong choi bo, 1-3 ndm
ma hoa khoa, bao vé
Email
3 Ching thu s6 Web Server Ky s6, chong choi bo, 1-3 ndm
ma hoa khda.
4 Chimg thu s6 Codesigning Ky s0, xdc thuc, chong 1-3 ndm
choi bo.
1.5.  Quan ly quy ché chieng thuc

1.5.1.

1.5.2.

To chirc quan ly
Cong ty c6 phan dau tu cong nghé va thuong mai Softdreams

S6 7, Ngach 97/1, Ngd 97 Chinh Kinh, Phuong Nhan Chinh, Quan Thanh Xuan, Thanh
phé Ha Noi, Viét Nam.

Lién hé
Cong ty Co phan dau tu cong nghé va thuong mai Softdreams

o Tru s& chinh: Nha khach ATS, sb 8 Pham Hung, Phuong Mé Tri, Quan Nam Tu

Liém, Ha Noi.
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e Chi nhanh:
o S6 H.46 duong Duong Thi Giang, Phuong Tan Théi Nhit, Quan 12, TP HCM.
e Dién thoai: 0914 969 009

e Email: easyca@easyca.vn

e \Website: https://easyca.vn

1.5.3. Coéng nhan sw phu hgp cia Quy ché ching thuc chir ky s6 EasyCA
e EasyCA xac nhén su phu hop ciia quy ché chimg thuc nay.
1.5.4. Thi tuc phé chuan Quy ché chitng thuc chir ky sé6 EasyCA

e EasyCA quy dinh cu thé thu tuc phé chuin ban hanh, cap nhat, stra ddi va ban hanh Quy
ché ching thuc chit ky s6 EasyCA.

e Cic thay ddi, cap nhat cua quy ché ching thyc dugc ghi lai, cong bd tai
https://easyca.vn/cps_update.

e Quy ché chung thyc ban méi nhét duoc luu trit tai https://easyca.vn/cps

1.6. Cac dinh nghia va tir viét tat

STT | Thuit ngir/ Tir viét tit Ngir nghia

1 Chudi chimg thu sb Danh sach c6 thi tu cac ching thu s, bat
dau tir ching thu s6 cia Root CA dén chung
thu sd cua nguoi dung cudi, theo trinh tu
ching thu ding trude ky xac thyc xac nhan

cho chimg thu s6 dimg sau.

) CA Certificate Authority — T6 chtic cung cap
dich vu chimg thuc chit ky sb.

3 Ching thu s Mot thong di€p dién tir, chira thong tin CA,
thong tin vé khoa cong khai, thong tin vé
chii thé, théng tin vé han sir dung chimg thur
s6, théng tin vé thuat toan ky va chit ky cua
CA, cac thong tin kénh kiém tra trang thai.
Chimng thu s6 tuan theo chuan X509 v3.
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EasyCA

Dich vu chimg thuc chir ky sé cong cong do
Cong ty cb phan dau tu coéng nghé va
thwong mai Softdreams xin cip phép va
quan ly, duoc BO Thong Tin va Truyén
Thong cip phép hoat dong.

Chu thé ching thu s6

Chu thé chimg thu sb c6 thé 1a thué bao
chimg thu s hodc cac thiét bi nhu may chu
Web.

CN

CommonName — CN la tén thuong goi cia
d6i twong 1a chu thé cua ching thu sb.

CRL

Danh sach chimg thu s6 thu hoi.

DN

Distinguished Names — DN chua thong tin

nhan dang d6i tuong 1a chu thé ching thu sd.

ITU-T X.509

Tiéu chudn vé ching thu sé va danh sach
thu hoi ching thu s6 do to chirc vién thong

qudc té quy dinh.

10

Khoa bi mat

La khoa trong cap khoa bat dbi ximg dung
dé tao chi ky s6, va duoc luu trir bi mat chi

c6 thué bao nam gitr.

11

Khda céng khai

La khoa trong cap khoa bat dbi xung ding
dé xac thuc khoa bi mat, va dugc cong bd
trong chtmg thu s6 dé cho moi nguoi c6 the

truy cap.

12

Nguoi nhan

La d6i tugng tin tudong ching thu s hay

mot chit ky sé duoc cung cip boi CA.

13

RA

Registration Authority — T chirc tiép nhan
duyét don ding ky chung thu sb, don gia
han ching thu sb, don thay doi cap khoa,
don thu hoi chimg thu sé va quan ly théng
tin thué bao.
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14

Root CA ROOtCA 1a CA c6 chimg thu s6 dugc ky béi
chinh khéa bi mat cia CA d6. Root CA
cong cong cua Viét Nam dugc quan 1y boi
Trung tdm Chimg thuc dién tir qudc gia —

B6 Théng Tin va Truyén Thong.

15

Thué bao Déi tugng dang ky st dung chimg thu so.

16

USB token Thiét bj phan cimg duoc st dung dé bao
quan va st dung cip khéa trong ha ting
khoa cong khai.

17

PK] Public key infrastructure - Ha ting ma khoa
cong k